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1.
MODULE OUTLINE

Information Systems and Technologies are at the heart of nearly all organizations in the world no matter how big or small they are, and they have undoubtedly changed the way the world interacts. However, as is evident, this technology proliferation has led to increased malware attacks on these systems that have compromised corporate and individual security.  Equally, as research indicates, many of the security flaws are related to the people who interact with and manage these systems. In this module various concepts relating to information security will be discussed.  A thorough understanding of these concepts and their interaction with each other is critical to an organization’s success. 

The following outline will give you some idea of the content to be covered in this course. The pace at which we proceed will depend upon the class participation and interaction. Where possible I will introduce short (sometimes not too short) videos and engage in a discussion on them. All of the matter to be covered in this module may easily be obtained through a Google search. In the outline provide below, various sources are provided for your reading. 
It is imperative that the class follows instructions carefully and precisely. All reading assigned for a lesson must be done prior to the class. Failure of any individual to follow these instructions will cause them to be ejected from the class. If the majority of the class does not prepare for the class, it will be cancelled and the content assumed to be covered. 
Examinations will be largely based upon class discussions, the readings assigned and notes provided.  However, while attendance is important, it is not compulsory. There will be three class assessments for the semester. There will NOT be any makeup assessment for those who are absent. One of the assessments will be as part of a group assignment, the other an individual assignment and the final one a class test.  
In addition to matters discussed in class you are encouraged to read widely, as information security is a dynamic discipline and your greatest asset is to be well and widely informed. The responsibility to learn information security is the student’s. The lecturer has the task to facilitate this learning by pointing the student in the ‘correct’ direction and providing learning resources where appropriate. 
2.
LEARNING OUTCOMES

Students who successfully complete this module will possess the knowledge and skills to:

· Understand the history and future trajectory of Information Systems Security, including but not limited to hardware, software development, the Internet and the WWW.

· Identify the role of the ‘human element’ in information security, especially, but not limited to, Social Engineering. 
· Compare and contrast the various Information Security options available to an organization and how these options would best be adapted to the specific situation at hand.

· Identify organizational risks associated with Information systems in an organization.

· Construct methodologies and metrics that will address these risks.

· Recognize the role of information security measures such as anti virus software, firewalls and gateways.

· Use basic cryptographic techniques to encrypt and decrypt messages.

· Recognize the malware that exists and be able to identify phishing and pharming attacks.

· Plan the implementation of an IT Security audit.  

· Recognize the impact of Information Security on society.

3.
ASSESSMENT

Mark Calculation:

Year mark value 50%             Examination 50%

Year mark composition:
Individual Assignment   
(35%)

Test



(45%)





Group Assignment

(20%)
Examination:
                        This module examination is a 4 hour closed paper

4.
RECOMMENDED READING

Where necessary specific reading matter will be emailed to the class before lectures. Students will also be pointed to relevant web sites. All documents will be shared with the class via a shared Dropbox folder, which you will be invited to join. The following books are recommended as a good starting point. You may read any other equivalent textbook. 
Principles of Information Security: Whitman and Mattord

Guide to Firewalls and Network Security: with Intrusion detection and VPNs: Whitman, Mattord, Austin and Holden

Secure Software development: Grembi

Guide to Strategic Infrastructure Security: Weaver, Weaver and Eu

All these books are published by Cengage Learning. 

5.
ASSIGNMENTS 

You will be expected to submit one individual assignment and one group assignment for this module.  All assignments are to be submitted via Turnitin; class name Infosec 2012, class ID: 5267705, Password: information
All dates below are approximate and will be confirmed once lecture days are confirmed.  

Assignment Topic

Due 28 September 2012
Identify any one of the top companies on the JSE. By conducting passive research on the organization, and based upon your understanding of the various information security risks facing businesses, identify what you think would be the primary information security risks facing your organization. Document the processes you would use to minimize these risks. Create a comprehensive information security policy for the organization. Indicate clearly how you would gain information for this policy and how you would convince the management to accept and adopt the policy. 
Group Assignment 

Presentations due on 10 October 2012
For each of the topics shown below, the group must provide a detailed overview of the subject, identify key growth points, indicate potential future risks and provide a comprehensive literature overview, describing the key writings in the given domain. 
Group 1

Information and electronic warfare 

Group 2

Critical infrastructure security

Group 3

Application development security

Group 4

Network security
Group 5

Information Security Auditing
The group leader will have to provide a detailed report about the contribution of each group member to the final document and presentation. The group mark will be allocated accordingly.  
Class test 
15 October 2012
Note that as all DPs have to be ready by 25 October, there is no opportunity for a make-up test. 
6.
WEEKLY DISCUSSION TOPICS

Articles from the following sources, including podcasts obtained from various universities, will inform the weekly discussion topics:

Journals: Computer and Security, Journal of Management Information Systems, …
Professional journals: CIO magazine, Government Technology, Educause, …

Professional research centers:  SANS institute, Rand Corporation, RSA security, …

Corporate white papers

Government documentation and legislation

Industry body technical papers

Local and international standards

The popular press and other mass media
Lecture 1 
Introduction

Definitions, history of security, current concerns, IS security participants, and implications of IS security. 
Lecture 2 
IS Security Management

Introduction to principles of IS security management, roles of IS security personnel, security methods. 
Lecture 3
Risk Analysis and Management

Key principles, management’s role, standards, an introduction to Enterprise Risk Management.

Lecture 4
Contingency and Continuity Planning

Key concepts, development of disaster recovery and business continuity plans, risk assessment, business impact assessment, recovery strategies and common pitfalls.
Lecture 5 

Logical Security and Physical Security

Logical and data security criteria, input controls, database controls, security policies and mechanisms, physical security criteria, access controls, preventive, detective and corrective measures. 
Lecture 6 

Internet Security

Exposures and threats, approaches to attack and penetration (domain name and route analysis), exploitation, case studies, trends. 
Lecture 7 

Cryptography, PKI, Digital Signatures, Gateway Security

Terms, types of attack, protecting against attacks, authentication methods, security policy, technical solutions (firewalls, encryption). 
Lecture 8 

Web Security

Types of e-commerce, SET, PKI, digital certificates, Authentication (NCSA, HTML, user, cookies, SSL, digital certificates, multi factor authentication), creating security infrastructures for e-commerce.
Lecture 9 

Operating Systems Security

Operating system overview, methods of OS security, evaluation of OS security, comparison of UNIX, Microsoft, MacOS

Lecture 10 

Database Security

Review of databases, access control, authorization, integrity, security mechanisms

Lecture 11 
Legal and Policy Issues

Protection of computer assets, copyright, computer abuse, legal aspects of privacy, legal agreements, admissibility of computer evidence in court, laws governing computers, negligence, and management implications.

Lecture 12

Ethical Issues

Privacy and surveillance and implications for IS security, IS professional obligations

Lecture 13 

Emerging Trends in Security

Do emerging technologies place additional information security burdens on the organization. 

Note that depending upon how the class goes, some of these topics may not be covered. Readings for each lecture will be placed in clearly identified folders in Dropbox. They must be read before each class. 
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